Guidance on how to report a serious incident within your charity (GoPI3Ks
1176289)

This document outlines the responsibility of the charity to report serious incidents in
a full, frank and open manner, what to report, how to report and how you are dealing
with the incident.

A serious incident is deemed as an adverse event, whether actual or alleged,
which results in or risks significant:

e Harm to your charity’s beneficiaries, staff, volunteers or others who come into
contact with your charity through its work (who are collectively referred to
throughout this guidance as people who come into contact with your charity
through its work)

e Loss of your charity’s money or assets

o Damage to your charity’s property

e Harm to your charity’s work or reputation

It is the responsibility of the trustees to comply with their charity duties to
report any serious issues in atimely and responsible manner to limit the
impact and show what steps are being taken to prevent a reoccurrence. This
can also give the Charity Commission the chance to offer advice and
guidance, should this be needed, as well as identifying trends that could affect
other charities.

When to report:

e As soon as this is noticed by the trustees or after the incident has happened.

What to report:
The main categories of reportable incidents are:

e Protecting people and safeguarding incidents — incidents that have resulted in
or risk significant harm to beneficiaries and other people who come into
contact with the charity through its work

o Report to the police / 101 / local police station and get a crime reference
number.
o Local authority or relevant agencies:
e Financial crimes — fraud, theft, cyber-crime and money laundering
o This should be reported to Action Fraud:
https://www.actionfraud.police.uk/reporting-fraud-and-cyber-crime obtain a
crime reference number and making clear that you're representing a charity.

e Large donations from an unknown or unverifiable source, or suspicious
financial activity using the charity’s funds

o Police at 101 or local police station and get a crime number

e Other significant financial loss

o Police at 101 or local police station and get a crime number



https://www.actionfraud.police.uk/reporting-fraud-and-cyber-crime

e Links to terrorism or extremism, including ‘proscribed’ (or banned)
organisations, individuals subject to an asset freeze, or kidnapping of staff
o via the National Crime Agency website
o call the Metropolitan Police Anti-Terrorist Hotline on 0800 789 321
o call 101 or report it at a local police station
e Other significant incidents, such as — insolvency, forced withdrawal of banking
services without an alternative, significant data breaches/losses or incidents
involving partners that materially affect the charity
e Criminal Incidents overseas
o Local law enforcement authorities and/or safeguarding organisations in the
location where this occurred.
o Guidance of reporting criminal incident overseas:
https://assets.publishing.service.gov.uk/media/5¢c6fd35740f0b647b35¢43d6/C
riminal_reporting_of safequarding_offences_including_overseas v3.pdf

Below is a table of examples of serious incidents that should be reported and those
that don’t need to be. This is not an exhaustive list by any means:
https://assets.publishing.service.qgov.uk/media/5bd706d9ed915d789dcd63ef/RSI _gui
dance _what to do_if something goes wrong Examples table deciding what to r

eport.pdf

Remember — if reporting to the police, Action Fraud or the National Crime
Agency, you should also make a serious incident report to the Charity
Commission, following the advice below.

Protecting people and safeguarding incidents:

The charity should always look to protect people and have safeguarding
responsibilities as key governance. This should include:

e the charity’s beneficiaries, including adults at risk and children
e the charity’s staff and volunteers
e Those who come in to contact with the charity through its’ work:
o Those attending an event who are not staff, volunteers or beneficiaries

Types of safeguarding incident to report:
Charity Commission contact details:
e Phone: 0300 066 9197 (Monday — Friday 9am to 5pm)
We shall report to the charity commission should any of these incidents occur:

¢ Incidents of abuse or mistreatment (alleged or actual) of beneficiaries of the
charity (adults or children) which have resulted in or risk significant harm to
them and:
o This happened while they were under the care of the charity
o Someone connected with the charity, for example a trustee, staff
member or volunteer, was responsible for the abuse or mistreatment
(alleged or actual)


http://www.nationalcrimeagency.gov.uk/contact-us
https://assets.publishing.service.gov.uk/media/5c6fd35740f0b647b35c43d6/Criminal_reporting_of_safeguarding_offences_including_overseas_v3.pdf
https://assets.publishing.service.gov.uk/media/5c6fd35740f0b647b35c43d6/Criminal_reporting_of_safeguarding_offences_including_overseas_v3.pdf
https://assets.publishing.service.gov.uk/media/5bd706d9ed915d789dcd63ef/RSI_guidance_what_to_do_if_something_goes_wrong_Examples_table_deciding_what_to_report.pdf
https://assets.publishing.service.gov.uk/media/5bd706d9ed915d789dcd63ef/RSI_guidance_what_to_do_if_something_goes_wrong_Examples_table_deciding_what_to_report.pdf
https://assets.publishing.service.gov.uk/media/5bd706d9ed915d789dcd63ef/RSI_guidance_what_to_do_if_something_goes_wrong_Examples_table_deciding_what_to_report.pdf

e Other incidents of abuse or mistreatment (alleged or actual) of people who
come into contact with the charity through its work, which have resulted in or
risk significant harm to them and are connected to the charity’s activities

e Breaches of procedures or policies at the charity which have put people who
come into contact with it through its work at significant risk of harm, including
failure to carry out relevant vetting checks which would have identified that a
person is disqualified in law from holding their position within the charity. This
might be, for example, because they are disqualified under safeguarding
legislation from working with children and/or adults at risk.

As a charity we will make a judgement call as to whether an incident
(individually or collectively) warrants contacting the Charity Commission.

Incidents occurring outside of the charity:

e This will be reported to the Charity Commission if it is felt it was not handled
correctly by the trustees. Examples of these could include:

o The charity is alerted to alleged abuse of a beneficiary, staff member,
volunteer or someone else who it comes into contact with through its
work, which has occurred outside of the charity and:

o The abuse was not connected to its activities in any way

o The person responsible for the abuse was not a trustee, staff member
or volunteer

Financial crime: fraud, theft, cyber-crime and money laundering

These are different types of crime and can relate not just financial but also
confidential and sensitive information. As a charity we will decide what we deem to
be serious enough to report taking in to account actual harm and potential risks
regardless of whether the amount is large or small. In terms of the seriousness of the
incident, this may be of higher significance if:

e A person within the charity is involved

e |If someone is involved with another charity

A person appears to be connected to more than one incident.
An incident is repeated over a period of time

Separate incidents occurring in a short space of time

Losses have occurred from fundraising or grant making

The main categories of reportable financial crimes are defined below:

e Fraud is dishonesty, involving either false representation, for example ‘identity
fraud’, failing to disclose information, or abuse of position, undertaken in order
to make a gain or cause loss to another

e Theftis dishonestly taking property belonging to another with the intention of
permanently depriving the other of it

e Cyber crime is any criminal act involving computers and networks. These
crimes can be quite complex and difficult to detect, often involving data
breaches or identity fraud. It's important to consider how best to protect your



charity from harm online. Read more detailed advice on guarding against
cyber-crime and how to become accredited under the government's Cyber
Essentials Scheme

‘Money Laundering’ is the term used where criminals turn the proceeds of
crime (‘dirty’ money) into property or money (‘clean’ funds) so that they seem
lawful and legitimate - this avoids suspicion or detection. Unfortunately, the
good reputation and public confidence enjoyed by a charity can also make it a
target for criminals looking for a safe ‘hiding place’ for illegitimate funds. You
can substantially reduce the risks of your charity being used as a vehicle for
money laundering by following the due diligence ’know your donor’ principles
set out in Chapter 2 of the Commission’s Compliance Toolkit

Unverified or suspicious donations

This could be an example of money laundering or tax evasion. Checks should be
made if one off large or a series of smaller donations come from unverified,
anonymous or unfamiliar donors that total around/above £25,000. If the amount is
below £25,000 the charity can use their own judgement.

Other significant financial loss

These will be reported to the Charity Commission if the charity can no longer
function and where any financial reserves cannot cover any loss.

Such example would be:

Significant fire, flood or storm damage destroying or seriously damaging the
charity’s main premises

Having to abandon property, for example in a war zone overseas

Losing a court case and having to pay substantial legal fees or damages out
of charity funds; charities incurring costs through routine litigation, undertaken
in line with charitable aims and on behalf of beneficiaries, are not expected to
report

Loss of significant institutional donors, public funding or key delivery contracts
that threatens the charity’s ability to operate and being unable to replace
these in order to ensure the charity’s survival

Significant financial penalties for breaches or non-compliance imposed by
HMRC, Financial Conduct Authority, HSE, ICO, Fundraising Regulator or
other regulators

Links to terrorism and extremism

Links to such organisations should be reported to the Charity Commission if one of
the following occurs:

Discovering someone within the charity is involved with or has links to such
groups and/or assets, including charity money, property or other is being used
to support these groups.

The charity also needs to be mindful when carrying out activities and events
involving guest speakers or when promoting literature and educational


https://www.gov.uk/government/publications/cyber-essentials-scheme-overview
https://www.gov.uk/government/publications/cyber-essentials-scheme-overview
https://www.gov.uk/government/publications/charities-due-diligence-checks-and-monitoring-end-use-of-funds

materials, perhaps via the charity’s website and on social media that these
are not used for or by extremist groups.

Other significant incidents

A report will be sent to the Charity Commission should any of the following have
occurred:

e A trustee of the charity has been disqualified from holding such a role, for
more information: https://www.gov.uk/guidance/automatic-disqualification-
rules-for-charity-trustees-and-charity-senior-positions#the-automatic-
disqualification-rules

e Something happens to the charity to cause it to be wound up

e Banking services have been withdrawn and no alternative found

The charity is subject to a police or another agency inspection other than

routine ones

Governance issues: eg, trustee resignation

Trustees subject to criminal proceedings in connection with the charity

Data breach

Incident involving charity partners:

o a delivery partner of the charity

o a subsidiary trading company of the charity

o an organisation that receives funding from the charity

o another charity or organisation that is linked to your charity, for
example as part of a federated structure

How to report

This link can be used to report a serious incident: hitps://register-of-
charities.charitycommission.gov.uk/report-a-serious-incident

A report about what happened and explain how you're dealing with it, even if you
have already reported it to the police or another regulator. If you are reporting as a
trustee, you should have the authority to do so on behalf of the board. You should
also plan what to say to your staff, volunteers, members, the public, the media and
other stakeholders, such as funders. Additionally a review should take place to
prevent this from happening again, this could be via a meeting of the trustees, an
internal review and/or seeking help from other agencies.

The following is a checklist of the information that will be needed to report a serious
incident:

Contact details, including:

e Your own contact details

e The charity name and, if it’s registered, its registration number

o Reference numbers and contact details if you've reported it to other
organisations, like the police


https://www.gov.uk/guidance/automatic-disqualification-rules-for-charity-trustees-and-charity-senior-positions#the-automatic-disqualification-rules
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https://register-of-charities.charitycommission.gov.uk/report-a-serious-incident

« Names and registration numbers of other charities involved in the incident, if
relevant

You'll also need details of the incident, including:

o Date of the incident

e What happened

o Date the charity found out about the incident

e How the charity found out about the incident

« What impact the incident has had on the charity’s beneficiaries, finances,
staff, operations or reputation

e Whether trustees are aware of the incident

You'll also need details of how your charity is handling the incident, including:

o Which of the charity’s policies or procedures relate to the incident and
whether they were followed

e What steps the charity has taken to deal with the incident

o What steps the charity has taken to prevent similar incidents

e Where applicable, the charity’s media handling or press lines, including a link
to a press release if available

If a report needs to be updated, this can be done by using the following: Use the
same form to provide an update on a report you submitted. You’ll need your:

o Contact details
e Incident reference number from your confirmation email

Once the Commission has completed this assessment, it will let you know the
outcome.

Declaration in the annual return

All charities should report serious incidents to the Charity Commission, if income is
over £25,000 a declaration should be signed indicating that no serious incidents
occurred in that financial year. If any did occur, these should be reported before
submitting the annual return.

The Charity Commission states the following in terms of data protection,
confidentiality and data sharing following a report of a serious incident and when
extra information should be provided and how data may be shared depending on the
sensitivity of the details:

Data protection, confidentiality and data sharing

When you submit a serious incident report the Commission asks you to provide the
following personal data:

e your name, telephone number, email address and your connection with the
charity so that the Commission can contact you for clarification or further


https://register-of-charities.charitycommission.gov.uk/reporting-or-updating-a-serious-incident

information if required (the Commission also needs a record of the person
submitting the report on behalf of the charity)

o the name, date of birth and address of any trustees of the charity who are
disqualified and the reason for disqualification so that the Commission can
verify the information, assess any risks to other charities and determine
whether any regulatory action is required

e where you have reported the serious incident to another regulator/agency, the
name and contact details of your contact at that regulator/agency so that the
Commission can contact them for more information if required and, in some
cases, coordinate the response

The Commission does not otherwise require you to provide your or any third party’s
personal data and no further personal data should be provided unless an incident
cannot be reported without you doing so. If you do need to provide personal data, we
ask that you limit the personal data you provide to the minimum amount necessary to
submit your report.

The Commission will contact you to ask you for additional information or data if we
consider it is necessary for us to have it.

Special category data or sensitive data:

The Commission appreciates that the information provided when a charity reports a
serious incident may be confidential or sensitive. However, the Commission often
considers that sharing information is necessary in order to further its statutory
functions and objectives and, in some cases, the Commission is required to share
information by law. The Commission does not therefore routinely guarantee
information provided will be kept confidential.

If the information you provide (or wish to provide) is particularly sensitive or

confidential or if you feel a particular exemption applies, you should tell the
Commission and explain why this is so.
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